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FUVALUATING PENETRATINR=MONITORING SYSTEMS¥

J. T. Markin
Safepuards Systeme Group
Los Alsgmos National lahoratorv
Lor Alamoa, New Mewico

ABSTRACT

Evaluating the performance of & procean
monitoring svelem in detecting improper activi-
ties that could be relsted to materias! diversion
requires a framework for addressing the complex-
itv and statintical uncerteinty of such svetems,
This veport proposes a methodclosv that deter-
dines the optimal divertor stratepv apainat a
monitaring system and the syvstem prohability of
detection. This method eaxtends previous work *y
correctly modeling uncorrelsted and correlated
measurement errors for radiation monitors.

1. INTRODUCT ION

A penetration monitorinpg system consists of
an array of devices that wonitor fecility ac-
tivities to detect improper movement of nuclesr
material and/ur personnel through containment
penstrations. The purpese of the monitering i
to prevent diversion of msterial bv Lensing en-
virormental anomalies that could be related to o
diversion «ttempt, Monitcring devices mav detect
material movement directl:, as in the case of »
radiation monitor, or may detect an {mproper ac-
tivity sueh as a breken ses) thar indicates un-
authorired access to an srea. Applications of
such a svetem could {include aseuring the con-
tinued validity of messurements for waterias)
previously weasured and nlaced in storape: as-
suring that onlv declared tranafers of material
cross materials balance area hourdarien so that
materiales accounting (MA) records Are complete:
and confirminpg the results of MA hv monitoring
penetrationa that are potential diversion maths
out of a facility.

Enamples of facilitv contsirmente ere bdio-
logical ahielding, vault boundaries, or the outer
structure of a facility. Penetrations in a con-
tainment could include personnel passepes, proc-
ess piping, or ventiletion ducta. And penetra-
tions are monitored by a variety of devices, such

*This work wvas supported by the US Departrent ..
Cneray/0Office of Bafenruards end Becuritv,

as motion or radiation detectors, sersitive to
activities indicotive of & diverairn attempr,

Because rnf the potentiallv larpe numhers of
penetrations in a facilitv® gnd the varietv nf
instruments ured to monitar them, there i{n » need
for a rathodolopv tea eveluate and cempare such
complex and diverse syetems in a coherent wav,
Thia report descrihea a methaod for evaluating the
likelihood that a monitoring system will detect
improper material movement through penetrations,
considering all of the options availakle to a
divertor in choomir- diversion paths. Thia ap-
proach differs frm previouan analvses of this
problem in that t.me~-correlated errors in moni-
torina devices s-e moceled.!:2,3 Information
requirements for .valuating a monitoring svatem
include an enumeration of pconetrations that are
credible diversion oa ha, the position of moni-
to's along each path, and thy ![¥rVinooo of de-
tection for erch wonitor as a functiorn of the
anount of materia)l diverted. The resulte provide
the optimal divertor strategv againet the wmeni
toring avetem and the svetem prebability ¢ de-
Lection apsinst the stratesv,

I1. TFVALUATION T188UTES

Analveie of & nenetration monitcorine avatenm
in complicated by the complenitv of the avatem,
In nuclear facilicties such an a2 reprocessine
plant the contasirment penetratinns mav nurher in
the hundreds, and credibilitv analvaer deninned
toe eliminate unreasonahle diversion paths wmov
etill lesve wany to be evalusted.” Turther,
beacausy matarisl can he moved through earh pene-
troetion in miltiple diversion attempta, the total
number of diversjon scenarios to be eval nted can
become quite larpe.

Another level of complexity is introduced
by the many tvpes of devices that monitor tne
penetrations. These devices vary with the par-
ticular penetrution and the form of the material
that might move through the penetration, but all
of them are designed to detect environmental
enomalies indicating & diversion attempt. Sowe
exampies of ruch monitors are film cemerss, CCTV,
seale, motinn detectora, end rediation detect.ra.



the probability of detection, so the operator
must balance these two factors in selecting T.

For a naterial smount Dy, representing the
total amount to bhe diverted over path j and a
specified number of attempts Ky, the proba-
bility rhat the divertor is not deterted by the
ith jnetrument on path j is just tlie probabil-
ity that no measurements exceed tnhe threshold T,
i.e., Prob (M} < T, ==, ij € T), which is

1
P(i,, D,, K) = 77172
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vhere M is the Xj-vector of measurements, M =
(M}, «ves M), D 13 the Kj-vector of uniform di-
version N = (ﬁjlk y sea D_/Kj). and T {r the co-
variance matrix ol the measurements M.

-1
(=D)L (-D) ,,

The total probability that the systewm deoes
not detect diversion ia

? f(ij. Dy, Kj)
1,]

vhere D; is the amount allocated to the jth
path, Xy is the number of attempts over path
j, and ij rangep over the numbher of instrumente
on esach path.

The divertor is assumed to know the meas-
urement error variances of each instrument and
the cdecision thresholds so that he cen calculate
the probability of detection for env diversion
stratepv. A strategv, vhich consints of npeci-
fving a wmaterial amount Dj and numher of at-
tempts ¥, for each path j, is an optimal di-
version st.stepv {f it minimizea the uetection
probability while actainine a poal quantitv of
maturial. The prohatility of detection apainst
the optimal atraterv {n taken as the measure of
performance f-+ the penetretion monitoring ava-
tem.

The optimal natratery can he found as the
solution to the nonlinear optimization problem

maximize " P(l..bj. Ij)

subject to tj j = D.

The sclution to tnis grobln has been found using
dynamic programming,? which is an efficient
meathod of searching for the optiwal strategyv
(Appendin B). A (omputer prompram hrs been de-
veloped tn implement the dynamie proaremming
solution of (1). The prosram deteimines the
amount to be diverted over each path and the
number of asttempts, and calculates the system
probability of detecting this stratepv.

1V, EXAMPLE

This method of evaluating a penetration
morituring evatem was developed to determine the
effect of time-correlated errors on systemes per-
formance, The following example shows that the
results can be senaitive to the treaiment of such
errors in modeling monitoring instrumenta. Con-
sider a simplified faci'ity with just two pene-
trations, each wonitored by a sinsle instrument
having measurement errors as given in Tahle 1.
The maximum -~umber of diversion attempts througsh
each penetration is also given in the Table 71,

TABLE 1

Pene- Instrument Frror (Z17) Max. Yo.
tration Precision Calihration Attempta

] ] 4 an
2 4 0 1n

In solving this problem to find the avsteme
detection prodabilitv the measurement er-cre for
the instrument at penetra.ion ] vere treated in
three different wavs:

1. Using the correct values, G = D.Nn,
Un = 0.04,

2. Treating the correlated error as an un-
correlated error, og = 0.072, oy = 0.

3. Neplecting the correlated error, np =
0.04, 0 = 0.

The probability that the avstem detects diverrion
is shown in Fipg. 2 for each of the three cases.
These results indicate that either neslecting the
correlated error or treating it as an uncorre-
lated error can overstate rhe gystemp senpitivity
to diversion. Thus, in Fip. 2 the higher prob-
abilities of detection for cases b and ¢ do net
reflect an actual performance improvement, but
instead they are the result of incorrectly mod-
eling the system.. 1In peneral the sice of the
overstatement will increase with the size ~f the
correlated ervror and the number ef di-eraion
attemptas,
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APPENDIX A

Suppose that for path j the divertor has N
opportunities to divert material and chooses to
use K of these. The probability of not being
detected by the ithinstrument on the path j is

1
P. .(d .._.'d) -—ﬁ-—_
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vhere M is the K-vector of measurements (M,
eey MR), D is the K-vector o1 diverted amounts
(d1, +veu, d¢), T is the covariince matrix of the
measurements and Tij is the decision threshold
for each measurement.

We want to ghov that uniform diversion over
path | ie the optimal diversion stratesv. Fol-
lowing the proof given in Ref. ], note that each
Pij is» lomp concave, and that {irterchanping
dy and d for any m ¥ n does not change the
value of Pij-

Let p = (d}, ..., d}) be a diversion ntrate-
pv that minimizes the probabilitv of detection
against instrument i on path j snd ohserve that
interchanging any pair df, d%, d2 ¢ A%, will give
another wminimising diversion stratesy ¢ = dY,
seey dp «oo 4y, oou, di) because the value of Py
is unchanged by such a transformation. For any
point r on the line segment connecting the points
p and q in K=-space, the strict concavity of lop
Pij implies that the probabilitv of detection
at v is less than the probability of detection
at p and q. This contradicts the minimality of
the function at p and q, so that we must have
p=agq, i.e., dp = dy for 1 <m nckK, and uni-
form diversion is optimal.

Te find the optimal diversion atratesy con-
siderina all inantruments on path | the diverter
vants to minimize the total probabilitvy of de-
tection

M
" Pyyldy, veny dy)
ie]

or equivalently minimige

M
L log Pij (dy, ..., dy) (A=1)
i=)

Because each term in the sum is concave and has
& value unchanped by interchanging any pair
di, dj, the function (A-1) also has these

properties. The optimality of uniform diversion
over path j follows exactly as in the uroof for
a single instrument.

APPENRDIX B

To formulate the divertor problem an one
that can be solved by dynamic programming let
P(j.dj) be the probability of nondetection on
path j when rha total amount d; is diverted
using the optimal numher of attempts on that
path. Nefine the function G asn

c(j§,b,) = MAX, [F¢j,8,) = G(i=-1,D -di)l

j ) 1

G(1,D,) = F(I.Dj)

j
vhere Dy is the total awount aspigned tc tre
paths 1, 2, ... i. G represents the prohahility
of nondetection for the patha 1, 2, ... i,

The problem is solved hv gequentiallv He-
termining for each {1 the maximizing ameunt dy
giver. thet a tota) D3 has heen diverted ovor
potts 1 through j. The optimal strategv for the
divertor ie detertined from these valuer. Thinr
procedurs finds the plobal maximum for the di-
vertor problem. Whiie the amourt divertes must
be calculated in discrete quantitiea, there is
neglipgible loms of accuracv if units are chosen
appropriately.
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